How GDPR Could Challenge Discriminatory Data Systems
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A history of UK benefit records shows how computer systems can turn trans people into “exceptions” and subject them to extra scrutiny. Today, similar risks can arise from rigid social-media rules and automated facial analysis. The EU’s data-protection law offers ways to challenge harmful practices, but making those routes work takes collective effort and resources.
Essential Takeaways
A troubling precedent: Historian Mar Hicks describes how trans people’s records were flagged as exceptional in Britain’s computerised National Insurance system.
The pattern persists: Binary assumptions in social media and facial-analysis systems can expose trans people to misclassification, account restrictions or exclusion.
GDPR offers tools: Its rules require controllers to consider risks to people’s rights, including the risk of discrimination.
Collective action matters: Complaints, court cases and non-profit representation can help challenge harmful data practices, though none is a simple fix.
When a database made people stand out
A computer system designed to manage benefits and social insurance could also make trans people more visible to officials. In an account of Britain’s Ministry of Pensions and National Insurance, historian Mar Hicks describes how trans people seeking changes to their recorded gender were classified as exceptional cases as administration moved to computerised systems. That meant extra scrutiny in a process tied to essential support.
The contrast is striking: earlier administrative practice could allow some changes to National Insurance cards, but computerisation made departures from the assumed norm easier to flag. Hicks’s research describes how official records and decisions helped preserve a rigid view of gender, even when people’s lives and paperwork showed otherwise. New technology didn’t simply speed up administration; it changed how identity was recorded and handled.
The same assumptions, in newer technology
The systems look different today, but the underlying problem can be familiar. European Law Blog’s analysis points to Big Data, social-media policies and facial-analysis tools as settings where rigid categories can make trans people’s identities harder to represent. A real-name policy tied to legal documents, for example, can create difficulties for someone whose records don’t reflect their identity.
Research by Morgan Klaus Scheuerman and colleagues found that the facial-analysis services they examined commonly used binary gender categories and were less reliable for transgender participants. Their work also found that such systems could not classify non-binary genders. These findings concern the services studied, not every product on the market, but they underline a basic question: should software be deciding what gender someone is from their face at all?
GDPR is about more than keeping data private
The General Data Protection Regulation can be read as a framework for scrutinising how organisations collect, classify and use personal data, not just how securely they store it. The Regulation places responsibility on data controllers to comply with its requirements and, where relevant, assess risks to people’s rights and freedoms. It also identifies discrimination as a potential harm.
That creates a link between data protection and equality concerns. If a system’s design relies on a narrow gender binary, the issue isn’t only whether the data are accurate or secure; it’s also who may be misclassified or excluded. The Regulation offers a basis for examining those risks, though it doesn’t guarantee that every harmful outcome will be prevented.
Collective routes can help, but they take work
People can complain to a data-protection authority or seek judicial remedies under the GDPR. In specified circumstances, qualifying non-profit organisations can act on a person’s behalf. The Representative Actions Directive also provides a framework for designated organisations to seek certain collective remedies, including measures to stop unlawful practices. Its scope is limited, though: not every data-protection claim automatically qualifies.
These routes can help affected people challenge a practice without each having to act alone. But using them takes evidence, expertise and resources, and a successful case against one organisation won’t necessarily change the wider systems that reproduce discrimination. As European Law Blog argues, an effective response needs to consider intersecting forms of marginalisation, rather than treating each case as a single, isolated problem.
The promise depends on enforcement
The GDPR offers real tools, but its protections depend on how organisations, regulators and courts apply them. Individual complaints can leave people carrying much of the burden, while broader collective action can demand sustained effort. Legal challenges may push back against harmful practices, but they can’t, on their own, undo the social assumptions built into technology.
That’s the central tension: data protection can help expose and challenge discriminatory systems, yet it isn’t a substitute for changing the structures that shape them. A useful first question for any organisation handling gender data is whether it needs that information at all.
A fairer system starts by asking not only what data it can collect, but whom its categories leave out.
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