How EU Digital Laws Protect LGBTIQ+ Rights Online
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Digital platforms, data-driven services and artificial intelligence can expose LGBTIQ+ people to privacy risks, discrimination and online abuse. The EU’s data-protection, AI and online-platform laws offer some safeguards, but their reach is uneven. Here’s what those rules can do, where they still fall short, and why the difference matters in everyday digital life.
Essential Takeaways
Three laws, different roles: The GDPR governs personal-data processing, the AI Act regulates AI risks, and the DSA sets duties for online intermediary services.
Sensitive data gets stronger protection: The GDPR treats information about a person’s sex life or sexual orientation as a special category of personal data.
Some everyday data collection can be challenged: The Court of Justice has ruled on correcting gender records and limiting unnecessary gendered titles in online ticket sales.
Platforms face transparency duties: The DSA includes rules on targeted advertising, content moderation and recommender systems.
Important gaps remain: Gender identity, expression and sex characteristics aren’t explicitly covered in the same way, while enforcement and intersectional protections remain concerns.
Three EU laws, three different shields
The EU’s digital rulebook isn’t one single shield. The General Data Protection Regulation, or GDPR, sets rules for personal data; the Artificial Intelligence Act looks at risks posed by AI systems; and the Digital Services Act, or DSA, governs obligations for online intermediary services and platforms.
That division matters because a privacy concern, a discriminatory algorithm and abusive online content aren’t the same problem. Together, the laws offer routes to challenge some digital harms, though each has a different job and its own limits.
GDPR: sensitive data isn’t a free-for-all
Under the GDPR, personal data must be processed lawfully, fairly and transparently, collected for defined purposes and limited to what’s needed. People also have rights to receive information about their data and, in relevant circumstances, correct or request erasure of it.
Information about sex life or sexual orientation is classed as special-category data, which is generally prohibited from being processed unless a specified exception applies. The Court of Justice has also made clear that public disclosure doesn’t give platforms a general licence to use sensitive information for advertising.
In the Schrems case, the Court considered Meta’s use of personal data for personalised advertising, including information relating to sexual orientation that had been made public. The judgment underlined that such information remains subject to GDPR protections, and that platforms must respect limits on the scope and duration of data collection.
Everyday records can carry real weight
Data protection can matter in ordinary encounters with services, not just in the workings of major platforms. In Deldits, the Court of Justice considered a transgender person’s request to correct gender data in a national refugee register, after the authority had sought evidence of gender reassignment surgery.
The Court said the authority had to assess whether the record was accurate for its purpose, and that correction couldn’t be made conditional on proof of surgery. It’s a reminder that a data entry can have personal consequences, particularly when an old record doesn’t reflect someone’s lived identity.
Another case concerned SNCF Connect’s use of gendered titles when people bought rail tickets online. The Court said contractual necessity requires information to be objectively indispensable to performing the contract properly, rather than merely useful or customary. So when a service can be provided without asking for a gendered title, routine collection deserves a closer look.
AI rules offer safeguards, but the details matter
The AI Act takes a risk-based approach. It prohibits certain AI practices considered to pose unacceptable risks and sets requirements for high-risk systems, including risk management and human oversight. Some high-risk uses include systems in areas such as employment, education, access to essential services and migration.
The Act also restricts certain biometric categorisation systems that infer sensitive characteristics, including sexual orientation, subject to defined exceptions. It allows special-category data to be processed for bias detection and correction under specified safeguards, while complementing rather than replacing data-protection law.
For people, the key question is whether these safeguards are effective in the setting where an AI system is used. The rules recognise that AI can affect fundamental rights, but they don’t erase the need to examine how systems are designed, deployed and supervised.
What the DSA changes on platforms
The DSA gives online users several practical protections. Platforms must explain certain moderation decisions, and users can challenge specified decisions through internal complaint systems. The Act also creates procedures for notifying providers about suspected illegal content.
For advertising, the DSA prohibits ads based on profiling that uses special-category personal data, including information about sexual orientation or sex life. It also requires transparency about advertising and recommender systems. Very large online platforms and search engines face additional duties, including assessing and mitigating systemic risks and offering at least one recommender option that isn’t based on profiling.
Those measures could matter when users encounter discriminatory targeting, unclear moderation or online abuse. But having a rule on the books and experiencing consistent protection are not quite the same thing; the DSA’s enforcement structure includes national authorities and enhanced European Commission oversight for the largest services.
A useful framework, with gaps still showing
The laws provide meaningful protections for some digital risks, but important gaps remain. The supplied legal texts explicitly identify sex life and sexual orientation as special-category data; they don’t explicitly list gender identity, gender expression or sex characteristics in the same way.
Nor is there a clear, coherent approach across these frameworks to discrimination on multiple grounds at once. That leaves a harder question for people who experience overlapping forms of disadvantage: how do the protections work when one label or one legal route doesn’t capture the whole experience?
So the EU’s digital safeguards are best understood as tools, not a complete answer. Their value depends on how they’re applied, enforced and joined up in practice.
The protections are real, but making them work consistently is the next test.
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