Best Ways Serbia's LGBTQ+ Communities Stay Safe Online: Why Outing Shapes Digital Life
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Shoppers are turning to shared knowledge: queer Serbians are quietly redesigning their online lives to avoid being outed, and it matters for privacy, community and digital democracy. This project by Center E8 explores how fear steers who posts what, where and with whom , and why those choices ripple beyond private profiles.
Essential Takeaways
Hidden behaviours: Many queer people use private or anonymous accounts and split audiences to avoid unwanted exposure, changing how they connect online. 
Real risks: Fake dating profiles, doxxing and leaked photos lead to threats, extortion and sometimes physical attacks, making safety a constant concern. 
Survey-driven insight: Center E8’s large-scale questionnaire aims to map how fears of being outed shape everyday digital practices. 
Community-centred research: The project treats queer people as participants, not just subjects, creating space for lived experiences to inform policy and safety tools. 
Why a whisper online can feel like a threat in real life
A single screenshot, tag or private message can blow a life open, and that’s a quiet, bruising reality for many queer Serbians who live outside big cities, where social visibility is permanent and gossip travels fast. For them, social media isn’t just fun , it’s a risk assessment, every time they post. According to research and reporting in local outlets, fake dating profiles and leaked photos are not hypothetical fears but recurring tactics used to expose people without consent. So online choices become survival choices as much as social ones.
How fear changes what we post, follow and like
People respond to risk with practical workarounds: private accounts, burner profiles, separate circles for family and queer friends, and outright avoidance of platforms perceived as unsafe. The Centre E8 project builds on reporting by Zoomer and others that found more than 90 percent of gay men on dating apps have met fake profiles , a figure that helps explain why so many prefer anonymity. If you’re choosing whether to add your hometown or a partner in a selfie, that tiny decision carries weight. For those advising digital safety, the takeaway is clear: design privacy features that match how people actually want to use platforms.
The consequences when precautions fail
When privacy measures collapse, the fallout can be severe: threats, blackmail, job risks and violence. The project notes documented cases where private dating app data ended up in pro-government tabloids and Telegram groups, with devastating effects. That’s why Center E8’s survey asks not just about platform preference but about the downstream impacts of outing. Policymakers and platform teams tend to focus on headline abuse, but the quieter harms , coerced disclosures, lost opportunities, and ongoing stress , deserve equal attention.
Turning anecdote into evidence: what the survey aims to show
Center E8 isn’t relying on guesswork. Their Unmuted: Digital Voices for Democracy initiative is collecting structured responses to map patterns of self-censorship, platform trust and coping strategies. Questions probe whether people avoid posting photos, keep anonymous profiles, or limit interactions with certain groups. The plan is to publish analytical articles that give context to the numbers and elevate personal testimony. For anyone building safer apps or campaigns, evidence like this is far more useful than assumptions.
Why this matters for digital democracy and community health
Digital participation is more than having a login; it’s about being able to speak, organise and form relationships without fear. If significant groups are silencing themselves online, that skews public debate and weakens civic life. Center E8’s approach , treating queer people as active contributors to research , helps shift the conversation from pity to power. For funders, platforms and activists, the message is simple: protect identity, protect participation.
It's a small shift to ask platforms and policymakers to recognise the invisible costs of outing, but it could make digital spaces safer for everyone.
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